
Preventing Fraudulent Peer Review
Best practices for submission and peer 
review management software

Gaming the System

Peer review is the key element in ensuring the quality 
and validity of published papers. Peer review relies 
on impartial opinions given by suitably qualified 
and experienced peers. As with any system, there 
are opportunities for unethical practices. In recent 
years, a growing number of published papers 
have been retracted after peer review issues were 
discovered. It is not possible to say how prevalent 
these issues are, and in many cases they may go unre-
ported. Often after an initial report, investigations 
go on to unearth many additional cases.

What’s in a name?

Online submission and peer review systems 
facilitate efficient journal management and quick 
communications. Reviewers can be invited easily, 
and can respond quickly, resulting in quicker 
decisions for authors, and more rapid publication 
of research results. Much, if not all, of the typical 
communication during this process is by email. 
While quick and convenient, email provides no 
mechanism for trust. Sender identities may be 
difficult to verify. Anyone can reside behind an email 
address, no matter how authentic it might appear.
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This lack of verifiability is a weakness exploited in 
several recent cases in which authors have created 
spurious email accounts and suggested these as 
reviewers. If these email accounts are selected, all 
correspondence is received by the authors, who 
now have the opportunity to review their own 
papers. Such situations unsurprisingly result in 
positive responses encouraging quick publication. 
Similarly, rather than use an entirely fictitious name, 
an author may create an email account with the use 
of an existing name. While this address may appear 
superficially genuine, the email address again leads 
back to the author; and if it is selected, this process 
enables an author to review his or her own paper.

Gaming the System

Misleading email addresses are not the only way 
to game the outcome of peer review; there is a 
second method whereby a group of individuals 
suggest each other as reviewers for their papers. 
These individuals have agreed to give each other 
favourable reports. On the surface, such reviewer 
suggestions may appear legitimate, but the ‘ring’ 
may make itself apparent through suggested 
reviewers’ lacking necessary subject expertise or 
by sharing an affiliation (sometimes obscured) with 
the authors of the paper. The existence of such 
practices may be difficult to detect. This mutual 
arrangement may go a step further with authors 
citing one another to promote their impact.

What can journals do?

Although some commentary has focused on the 
software systems and potential security weaknesses 
in password distribution processes, recent 
retraction issues have not in the main been a result 
of password ‘leakage’ or the hacking of existing 
accounts. Security is, of course, vital; and we at 
Clarivate Analytics strive to maintain the balance 
between security and convenience. But even with 
the most secure systems, software alone will not 
prevent the problem; but it can provide tools to help 
ensure that genuine reviewers are being selected.

Potential Red Flags

Editorial involvement in the reviewer selection 
process is essential. Software cannot substitute for 
intuition and subject expertise. When considering the 
authenticity of a potential reviewer and the review 
they have contributed, there are several things to 
bear in mind, but none of them should automatically 
invalidate a reviewer or the reviewer’s report:

• Non-institutional email addresses (Gmail, 
Yahoo, etc.). Is there a reason a reviewer is 
not using their institutional email address? 
But consider that there are perfectly valid 
reasons for using services like Gmail and Yahoo, 
including convenience and reliability, especially 
outside of North America and Europe. 

• Key reviewers in an area excluded. The authors 
have asked for many of the key figures in the 
area to be excluded for conflicts of interest 
or other reasons. Bear in mind that some 
areas are intensely competitive and there 
may be genuine concerns, but peer review 
must rely ultimately on professional openness 
and a willingness to share information. 

• Suggested reviewers are hard to find online, 
or seem to be very junior. Reviewers must, 
however, start a reviewing career somewhere. 

• Very fast turnaround on reviews. Few 
active researchers can complete a review 
immediately or within a few hours.
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• Uniformly positive reviews with minimal 
criticisms of the authors’ work and no requests 
for additional work and revision. Very few papers 
are perfect and a majority require revision 
before they can be accepted for publication

No single red flag should discount a reviewer 
or the report, but due diligence should guide 
best practice in determining the authenticity 
of a reviewer and the completed review.

 

Software

Submission and peer review systems such 
as ScholarOne Manuscripts offer tools to 
help ensure reviewers are genuine.

Using Suggested Reviewers

The key weakness in current exploits has been the 
reviewer suggestion process. During submission, 
authors are asked to suggest potential reviewers 
for the paper. At this point, the authors can 
suggest reviewers with those email addresses 
they have created (or a real person who has 
agreed to return a favourable review).

The obvious way to remove this weakness is to 
turn off the feature (in ScholarOne Manuscripts 
this is a standard configuration option). However, 
removing the suggestion option may add to editorial 
workloads and increase time to publication. In some 
subject areas, the number of suitably experienced 
reviewers may be small, and the author best 
placed to suggest their most qualified peers. 

For journals that do opt to allow suggestions, it is 
key that they understand the weakness exists (and 
also to appreciate that there is a positive bias in 
the reports of suggested reviewers, as generally 
authors will not knowingly suggest reviewers 
who they believe will be excessively critical).

Appropriate due diligence is vital when acting on 
suggestions. ScholarOne Manuscripts will match 
suggested reviewer email addresses with those 
already in the database. Where matches are found, 
the suggested name will be linked to full account 
information and history. Conflicts of interest are 

displayed on the basis of institution, though doing 
so requires an exact match and many institutional 
and departmental name variants exist. Many 
systems have or are in the process of adopting 
systems (such as Ringgold Identify) to help remove 
ambiguity from institution and organization names. 
This will not offer an instant solution and care 
should be taken to ensure that suggested reviewers 
are indeed affiliated to their stated institution 
and no potential conflicts of interest exist.

If a suggested reviewer account is not found, then 
we recommend running a quick search of the journal 
database to establish whether the individual has an 
existing account under a different email address. If 
no potential matches are found, an external search 
is recommended (e.g., Google, PubMed, HighWire, 
and – if available – Web of Science). Genuine 
reviewers will typically have an easily established 
publication history in the field they are being 
asked to review in. Check any recently published 
email addresses with those provided in the author 
suggestions; and if they do not match, consider 
whether to use the published email address.

To make quick searches easier, ScholarOne 
Manuscripts includes direct suggested reviewer 
search links to both Google and Web of Science.

Never rely entirely on author suggestions; it is good 
practice to add at least one additional reviewer. 
Some editors, particularly when faced with a 
large number of non-preferred reviewers, may 
disregard the authors’ preferences and choose 
from this list. Before doing so, journal policies 
and senior editors should be consulted, as there 
may be genuine conflicts of interests involved.

No single red flag should 
discount a reviewer, but due 

diligence should guide best practice 
in determining the authenticity of a 
reviewer and the completed review.
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Reviewer Locator Services

Clarivate Analytics provides ScholarOne Reviewer 
Locator, an automated reviewer suggestion service 
from the Web of Science (other products may provide 
similar tools). Reviewer Locator generates author and 
publication ‘fingerprints’ from submission metadata 
and compares these to those from the papers in 
the last five years of the Web of Science. Editors are 
automatically presented with an ordered list of 
reviewer suggestions with links to relevant published 
papers in the Web of Science. Results returned by 
this service not only have the full publication record 
but also correspondence details that can be added 
directly to the journal database, and thereby doing 
so ensures the veracity of any names used. 

Using a reviewer suggestion service not only 
returns genuine published email addresses, but 
also helps find suitable expertise without undue 
reliance on author suggestions. Results can be used 
to grow the journal’s own reviewer database.

Workflow Reviewer Validation

For journals with editorial office support, 
consider adding reviewer validation steps to 
your workflow. Additional steps may include an 
administrative checklist option for staff to confirm 
that suggested reviewers have been validated by 
using the internal and external search tools.

Another option is to split the peer review tasks 
between editors responsible for selecting potential 
reviewers and editorial staff managing the invite 
and assign process. Staff can then validate 
suggestions before invitations are sent out.

While these steps provide opportunities for additional 
verification of reviewer identity, they do impose 
an additional burden on an editorial office.

Database Curation

A journal’s user database is a key resource for 
capturing reviewer details and full performance 
history. A good database comprises reviewers 
known to the journal, with established expertise, 
valid contact details, and a history of previous 
responses to invitations and completed review 
reports. Like any database, it requires ongoing 
maintenance, with particular care paid to duplicate 
and spurious accounts. Peer review systems, 
such as ScholarOne Manuscripts, include the 

tools to identify potential duplicates and merge 
accounts when it is necessary and thus to ensure 
that the correct account and contact details are 
used when selecting and inviting reviewers.

Consider also using tools like account flags to 
make validated reviewer accounts clearly visible 
during the selection process. Reviewer rating can 
be used to capture additional information about 
reviewers and their completed reports. Editors 
can use a configurable reviewer rating to rate the 
quality and applicability of reports and thus raise 
the profile of reviewers who contribute substantive 
and useful reviews. Reviewers with an established 
reviewing history are likely to be genuine.

Care should be taken to ensure accounts 
are inactivated when journal staff leave 
(especially staff with administrative accounts) 
or editors reach the end of their tenure.

Are ORCID iDs the solution?

ORCID helps identify an individual, but it does 
not prove authenticity. False and multiple ORCID 
profiles can be created. Some institutions now insist 
their staff have ORCID profiles, but current usage 
levels make it difficult for a journal to mandate all 
reviewers to have an ORCID file. It may be useful to 
suggest that users obtain a profile or provide any 
existing ORCID iD, as having a profile with an ORCID 
iD will offer an additional layer of verification.

Account Security

Some submission and peer review systems allow 
journals to send user IDs and passwords in email. 
While doing so offers convenience to users, this 
practice also reduces the level of security, as such 
passwords are available to any recipient and these 
passwords are not stored encrypted in the database.

The best practice for forgotten and new passwords 
is not to send them in an email but to provide a 
password reset link. ScholarOne Manuscripts, for 
instance, encrypts all passwords for users above 
editor level by default; and these users must reset 
any forgotten password. Clarivate Analytics, in 
common with other system vendors, reviews all 
security requirements on a continual basis.
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Dealing with suspected 
fraudulent behavior

Every journal should have a clear policy for dealing 
with suspected fraud and unethical behavior. The 
Committee on Publication Ethics (COPE) provides a 
comprehensive set of resources including guidelines, 
advice, and guidance flowcharts. Please see 
publicationethics.org/resources for more information. 
These resources can be used to help formulate a policy 
and to guide responses in case of suspected fraud.

Summary
Like any process, peer review is susceptible to 
unscrupulous practices. Technology is not the 
entirety of the problem nor is it the solution. Software 
can offer tools to help identify new reviewers and 
validate suggested or new accounts. These tools

 

can be combined with robust editorial processes 
to ensure that only genuine reviewers are selected. 
Newer tools, such as ScholarOne Reviewer Locator, 
link submitted and published work by suggesting 
established names as potential reviewers and 
therefore reduce the reliance on author suggestions 
and the weaknesses inherent in such a process.
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Who we are

Clarivate Analytics accelerates the pace of innovation by providing trusted insights 
and analytics to customers around the world, enabling them to discover, protect and 
commercialize new ideas faster. Formerly the Intellectual Property and Science business 
of Thomson Reuters, we own and operate a collection of leading subscription-based 
services focused on scientific and academic research, patent analytics and regulatory 
standards, pharmaceutical and biotech intelligence, trademark protection, domain 
brand protection and intellectual property management. Clarivate Analytics is now an 
independent company with over 4,000 employees, operating in more than 100 countries 
and owns well-known brands that include Web of Science, Cortellis, Thomson Innovation, 
Derwent World Patents Index, CompuMark, MarkMonitor and Techstreet, among others.

For more information:
clarivate.com/scholarone

North America

Philadelphia : +1 800 336 4474
      +1 215 386 0100 

Latin America 
Brazil:            + 55 11 8370 9845 
Other countries: +1 215 823 5674

Europe, Middle East  
and Africa 
London: +44 20 7433 4000

Asia Pacific
Singapore: +65 6775 5088
Tokyo: +81 3 5218 6500 
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